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Abstract:  Unsplash FindAWall is a secure, performance-improved full-stack app for image retrieval
through the unsplash API. It uses a backend proxy to hide API keys and keep data flow encrypted. Lazy
loading, LRU caching, and responsive rendering cut down load time and reduce API calls. The system
tracks rate limits so API use stays within safe bounds. Designed with Al semantic search in mind, it offers a
future-ready structure for smart, protected image lookup systems.

Index Terms: Image Retrieval, Unsplash API, Secure API Proxy, Lazy Loading, LRU Caching, Rate-Limit
Governance, Web Performance Optimization, Full-Stack Development, Semantic Search, Scalable Web
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I. INTRODUCTION

A. Background

The rapid growth of digital the demand for efficient image
retrieval systems. Thanks to the piglife n ent pla lopers have a way to access large
repositories of royalty-free images i £

and architectural design issues wheng ‘ i 2 dhoday, web systems need a secure API
communication method, be ab W4 S6ia Aing C sistent user experience that is
automatically optimized i i for academic or research
purposes are very muc i ed and also showaway

other features. However, th cations usua o not address productie®level conce as credential security, rate-
limit compliance, and perfo ce benchmarking. Qur ecuﬁ scalable, and res -oriented image search web
application called UnsplashPFindAWall. It is built ns fTrstaél\ﬁRﬁa itecture.

B. Motivation

There were several driving factors behind the creation of this system: This work is intended to connect theoretical image
retrieval research with the practice of deploying web systems.

C. Problem Statement

Searching for images online? Most apps still hand out API keys to users. Thing is, they don't even have a smart way to manage
how many requests come in. Image loading lags because they never fine-tune the flow. No solid similarity search tools are built in
- just basic matching. These systems weren't designed to grow. They can't handle more traffic without breaking. A new web
structure is needed - one that's secure, scales well, and uses proven research methods for image retrieval.

D. Objectives

Develop a secure full-stack image search platform.
Implement backend proxy-based API key protection.
Integrate performance optimization mechanisms.

Design rate-limit aware API governance.

Architect system for future ML-based similarity search.
Provide a documented academic open-source implementation.
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E. Scope of the project
The scope includes:
e  Secure Unsplash API integration.
e  Performance engineering (lazy loading + caching).
e Backend rate-limit tracking.
Scalable deployment model.
e  Architectural readiness for Al-based search.
The scope excludes:
e Large-scale distributed database implementation.
e  Full ML training pipeline integration (planned for future work).

I1. LITERATURE SURVEY

A. Introduction

Image retrieval has moved from hand-coded features to deep learning models over the last thirty years. Web systems now
include secure APIs, performance tweaks, and scalable designs. Research in four areas shapes Unsplash FindAWall's foundation:
Content-Based Image Retrieval, Deep Learning and embeddl gaBased Retrieval, Scalable Similarity Search Systems, and secure
API Integration and web Perforgnance Engineering suoport architectural choices at least in theory. Feature
extraction methods vary w1del B S y texture patterns. Deep learning
embedding models can matc - 3 i rch systems use approximate
nearest neighbor algorithms. ata distribution. Secure API
integration remains a challengs

B. Evolution of Content-Basgg

Initially, image retrieval sys
Swain and Ballard (1991) ca

ape descriptors. For example,
chnique. Their approach was
to use color histograms to find , color histogram-based image
retrieval systems still have sdmg ransform (SIFT) which dealt
with the problem of finding lo ; . enhanced the performance in
object recognition and image iadialfi i i i oving, but the problem of the
so-called semantic gap - the sclgti * . P n - was still there.

The discovery of Convolution! eprgsentations. He et al. (2016) came
up with ResNet, which showed lity @of feature extraction. CNN-based
embeddings soon replaced the han§cra (20#/4) revealed that off-the-shelf CNN

generalize well across different tas
(Contrastlve Languagelmage P,

d et al. (2021), who unveiled CLIP
ector space, allowing semantic

As embedding dimensions grew, similarity search anc(z h&)n et al. (2017) createMFaiss, a GPU-powered tool
for fast approximate nearest neighbor search. Faiss rehes pro rglantlzemon and inverted file indexing to handle billions of
comparisons Wang et al. (2018) reviewed hashing methods that shrink high-dimensional vectors into compact binary codes,

cutting memory use and speeding up queries. Systems like Milvus and pinecone now use these ideas to store and fetch
embeddings at scale. The current setup doesn't do direct embedding search yet. But its design allows adding ANN modules later.

E. Web Performance Optimization in Image-Heavy Applications

Image-heavy web apps struggle with performance because of big file sizes, many HTTP requests at once, and slow rendering.
Google Web. Dev (2024) says lazy loading with IntersectionObserver helps delay image loading when they're off-screen. That
cuts down how long it takes the page to appear. Mozilla Developer Network (2025) pushes for responsive images using srcset and
sizes so the right resolution loads based on device size. Studies show better Time to first Contentful Paint, less bandwidth used,
and higher Core Web Vitals scores. Still, student projects often skip performance as a core design choice. The system we propose
builds fine-tuning into the architecture from the start - not as a fix later on. At least in theory, this shifts performance from an
afterthought to a built-in feature.

F. Caching Mechanisms in Distributed Systems

Write-through, read-through, and LRU eviction. Pallis and vakali (2006) studied CDNs and showed how distributed caching
supports large web systems. In APIs, caching lowers reliance on outside services and stops quota limits from being hit. The
system uses LRU in memory, same idea as in distributed caches.
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G. API Security and Backend Proxy Architectures

Linking a public API may expose your system to serious security threats. According to OWASP (2023), exposing client-side
API keys is one of the common security issues found in web applications. If API keys are hidden in frontend JavaScript, they can
be grabbed easily through browser developer tools. It is highly recommended to: 1. Keep the API keys in environment variables 2.
Use backend proxy servers to route API requests 3. Thoroughly check and filter all user inputs Unsplash Developer
Documentation (2024) directly warns developers against exposing their API credentials. However, on the top of that many
educational projects still directly embed API calls into frontend applications thus leaving huge security loopholes. Using backend
proxies to access APIs, as planned in the current system, is in line with secure API handling practices and is a solution to this very
often disregarded risk.

H. API Rate Limiting and Governance

Public APIs apply restrictions on the number of requests that a user can send within a certain timeframe to prevent misuse.
Fielding's REST principles (2000) highlight the importance of statelessness in communication and introduce the concept of
resource governance. Nowadays, APl management frameworks generally provide these three key mechanisms: 1. Request
throttling II. Token bucket algorithms III. Interval-based counters Improper rate limiting can affect the overall functionality of the
service and result in downtime of the application. On the other hand, a handful of student-level projects feature dynamic request
tracking as well as fallback handling mechanisms. The planned system will be the first to combine backend-based request tracking
that is call to go over limits to ensure reliability and roby hows that the new system not only implements some level
of advanced techniques but veryladvanced techpid By O

I11. SYSTEMRE RV

A. Introduction

This chapter discusses the cHiBllsi : 3 d 2 0 , and looks at the areas where
research is lacking in the contgXfof,tl S¢ ; ) es research findings and uses
them to specify the features a At i

Objectives:

1. Elaborate on functional d it

2. Provide reasons for techgol®gy d

3. Conduct a feasibility stud hi

4. Connect research gaps tc@impls

B.  System Overview from Redilgrem

The system works as a full-§tack e igh-quality wallpapers through
Unsplash's API. But it doesn't fol l§w tyylle Sren i daiproxying, performance tuning, rate-limit
awareness, and an architecture buil§jto R ) ctional and non-functional goals to
work right.

C. Functional Requirements

Functional requireme S thatmerfo '
FR1: Image Searc ble to en terms agg#fetrieve i those terms from the

Unsplash APIL
FR2: Secure API Comng#hication All externaElI&r uests must hzrwed through a back proxy server so that API
credentials are not exposed. fﬁ. 2 6
FR3: Image Rendering and Pagination Image results should be rendered dynamically on the screen using the infinite scrolling
and pagination techniques.
FR4: Caching Mechanism In order to avoid frequent API calls, the system should maintain an in-memory cache of the most
popular search queries.
FRS: Rate-Limit Monitoring The backend should keep a record of API usage and raise alarm if the rate of calls approaches the
limit set by Unsplash.
FR6: Responsive UI The system should use responsive design techniques to display images in the best possible way for any
screen size.
FR7: Error Handling The system should be able to handle the following situations without crashing:
o API failures
e Rate-limit breaches
e Network interruptions

D. Non-Functional Requirements

Non-functional requirements specify the areas of system performance and quality attributes.
NFR1: Security
NFR2: Performance
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NFR3: Scalability
NFR4: Reliability
NFRS: Usability

E. Research Gap Mapping to System Design

Research Gap System Solution API key exposure in frontend apps Backend proxy implementation Lack of performance
engineering Lazy loading + LRU caching No rate-limit governance Backend request tracking No Al extensibility Modular
architecture for embeddings Weak academic documentation Full thesis-style documentation The table above shows how the
system solutions

F.  Technology Selection and Justification

Reasons: React allows Ul elements to be developed as independent, reusable components and provides a straightforward way
to handle the changes of data.
Reasons: Node.js is a very effective tool for handling program requests on the server side in an efficient and scalable manner.

G. Feasibility Analysis

The system is highly feasible in technical economic operatlonal and academic aspects. On the technical front, opting for React
and Node.js facilitates growth, upkeep, and easy API con s alongside optimization techniques like caching and lazy
loading.In terms of economics, s not only cuts dgwn expenses but also allows the
deployment of scalable cloud i@l forward to deploy, needs little
upkeep, and presents an intuig s, the system's framework is
backed by well-established r ance. In general, the system
successfully links theoretical of reliability, efficiency, and
scalability.

H. Risk Analysis

Risk Analysis Risk Relie
crash the system. Cache mem

sage closely, so spikes don't
icks out old entries.

IV. SYSTEM DE

A. Background

Presentation, logic, caching}
system tracks request rates to a
Each layer handles only what it's
Rate limits are checked early. The

es before everything else. The
requests through deﬁned paths.

B. High-Level Architecture

The system we have designe
e  User Interface Lay
Logic Layer (
Cache Layer (In-me
External API Layer @#splash REST API) E L\‘

Deployment and Monitoring Layer Besides™o atl'g in@)ﬂle&y, each layer is also capable of secure and efficient
communication with neighboring components.

C. Architectural Design Principles

The system design is guided by a number of fundamental principles that target achieving scalability, maintainability, and
performance. Separating different tasks clarifies the frontend for Ul and the backend for security, API routing, and caching,
holding the development process easier and more transparent. Stateless interaction allows the server to handle each request
independently, which ultimately ensures fault tolerance and makes the load balancing possible. Modular extendibility means
adding new functionalities in the future, such as machine learning elements, without any difficulties. Architectural decisions have
incorporated optimizations such as caching and lazy loading to reduce latency and server burden. Apart from each one of these
principles individually, together they form an adaptable, productive, and established system that is always ready to change with
the development of technologies and the demands of users.

D. Detailed Component Architecture (Front End — Back End)

The system is formed as a layer-based structure to make sure the scalability, performance, and maintainability are all achieved.
The frontend, developed using React.js, is a single-page application that allows for dynamic user interaction, instant updates, and
smooth infinite scrolling. The input handling and display are divided between several components, such as SearchBar,
ImageGallery, and ImageCard, whereas API communication is done with Axios. The performance is boosted by lazy loading with
the help of the IntersectionObserver API and responsive image rendering through srcset and sizes. The backend, developed with
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Node.js and Express, serves as a secure proxy by validating inputs, handling errors, applying rate limits, and protecting API keys.
An LRU caching system is used to keep frequently used results for quick access. Working with the Unsplash API facilitates data
sharing, and deploying the application on Vercel CDN provides auto-scaling, fast delivery, and CI/CD pipelines, all of which
make the whole system very robust and high-performing.

E. Data Flow Architecture

The system's data flow architecture has been planned to achieve efficiency, reliability, and high performance by following a
well-organized chain of operations. User interaction starts when someone types a search word into the interface, which is a React-
based frontend capturing this data. The user input leads to a call over HTTPS to the backend server, which guarantees secure
communication. After the backend gets the call, it first validates the input to make sure it's correct and not harmful. The backend
then searches the cache based on the LRU policy to see if the queried information is already present. If the cache gets hit, the
system directly provides the stored reply, greatly cutting down latency and saving from making a call to the external API. On the
other hand, if the backend doesn't find the data in the cache, it calls the Unsplash API, which deals with the request and returns a
JSON format response. The backend then parses this response, makes the data ready and places it in the cache for subsequent calls.
After that, the data is forwarded to the frontend that renders the Ul elements using React components and facilitates smooth user
experience and provides features like infinite scrolling. This simplified flow leads to less reliance on external resources, shorter
response time removing bottlenecks, and achieving higher system throughput.

F. Security Architecture

The security system archi
maintained at all levels. The f1
are kept safe in a .env file
ACCESS is even possible. N
APIs but only through our se
requests that go out to externa
so as to foil injection, attack:
are sanitized and validated, th
API access is another securi
abused and goes on smoothly.
that protects system integrity

d safe communication being
ive information like APT keys
ING or UNAUTHORIZED
't give clients direct access to
e can keep an eye on all the
eps checking the users' entries
tive actions. When all inputs
bility is improved. Controlled
so that the system cannot be
nd secure system architecture

G. Rate-Limit Governance A

The rate-limit governance API request quotas with the

speed of offering the service without spl@sh API must be limited within a
certain period, the backend cont requests at the same time as the
implementation of time-window trgking hin 3 d regftting of interval monitoring to find
out when the limits are refreshed. he 2 ¢ e, 1 g offerdfa friendly fallback response, so that

the user does not receive an error. In
policies.

‘ 18 R dl usage, and compliance with the API
Performance engineerin Wwd responsive

experience. At the frontend’level, methods like la: e a 04@ content only when it 18 really needed, which helps
cutting down the initial loading time and enhances the user's percg%on of performance. Responsive images are leveraged to send
suitably sized images according to the devices' specs, and through React's Virtual DOM, efficient DOM updates also help
reducing unnecessary re-renderings. At the backend, one of the ways to boost performance is the use of LRU caching which keeps
frequently accessed data ready to minimize API calls and thus improve the response time. Furthermore, JSON response trimming
only sends essential data, making the payload smaller and the network overhead lighter. At the deployment tier, CDN distribution
allows quicker content delivery by serving assets from nearest servers, and static asset compression additionally shortens loading
times. Together, these enhancements guarantee high performance, low latency, and optimal resource usage.

H. Performance En

seamless and scalable user

1L Scalability and Extensibility Design

System scalability and extensibility were major points in our design, aimed at catering to future development, new features, and
smooth integration of technologies yet to be discovered. Our system's architecture is so adaptable that it can easily be extended
with a Redis-based distributed caching, which is a really effective way of boosting performance and scaling by reducing data
access times even when running on multiple instances. Also, the use of MongoDB as the main storage option supports the
system's capacity to manage very large datasets, whether they are structured or unstructured, in a very effective manner. Our
design is capable of incorporating sophisticated machine learning functions, such as bringing in the CLIP embedding model for a
deep and smart understanding of image-text pairs and the Faiss vector database for conducting super fast similarity searches and
handling high-dimensional data indexing. On top of that, the system has been engineered to accommodate the idea of operating as
microservices, which means that separate parts will be able to work independently, thus enhancing the scalability, isolation of
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faults, and the simplicity of maintenance. Modular backend design is another important aspect of our project which makes
possible plug and play extensibility, through which new features, services, or technologies can be added without compromising
current functionalities. Such a progressive standpoint guarantees that the system will be versatile, scalable, and well-positioned to
keep pace with technological breakthroughs and the growing requirements of users.

J. Comparison with Conventional Architecture and Strengths

The suggested system goes far beyond traditional student application architectures in security, performance, and scalability
aspects. While old systems simply put their API keys out there on the frontend, this concept hides the keys behind a backend
proxy, which makes it impossible for the credentials to be used wrongly. Moving one step further, an LRU cache is introduced to
avoid making the same API call over and over again, which results in a better response time and less load. Meanwhile, request
tracking and time-window control are used to govern rate-limit, thus guaranteeing API compliance and continuous service without
hiccups. Performance tuning is done everywhere from frontend to backend with frontend implementing lazy loading, responsive
images, and quick rendering, and backend caching along with optimized data handling. Besides, deployment through CDN is a big
plus for speed and scalability. Thanks to its modular architecture, the system is prepared for easy incorporation of new
technologies such as machine learning and vector databases. It is therefore a powerful, flexible system that can be practically
deployed and academically evaluated.

V. ALGORITHMS

A. Introduction

This chapter discusses the
on security, performance, an
handling and great user exper
The most critical element is
backend in a secure way, th
requests. The LRU Caching A
shorter response times. More
user requires them, thus the
essential for tracking and lim

system. The primary focus is
fition as well as efficient data
yailability and responsiveness.
the requests are routed to the
it performs validation of the
leads to fewer API calls and
ing the images only when the
imit Monitoring Algorithm is
’rnal API constraints, running
the risk of service interrupti tvers images in the right sizes
according to the device and and visual quality. We will
elaborate on each of these algo g g derstanding and a guide for the
implementation.

The Secure API Proxy Routing A¥goritha b i g etwedl the user interface and the Unsplash
API by hiding sensitive credentials. § end server, on which the inputs are
validated so that none of the ies d to fetch the API key from
response that is obtained

cy. Then the cleaned
data is dispatched towards t gorithm guarantees not only

secure but also efficient an 1mized API commls'e é .

3
C. LRU Caching Algorithm T 2 0 2

The LRU (Least Recently Used) caching method enhances productivity by decreasing duplicate API calls and waiting time. It
saves the data that is accessed most often so that the queries that are repeated can be returned immediately without the need to
contact the external API. When the cache is full, the item that has not been used for the longest time is deleted, thus memory is
used in the most efficient way. A hashmap is used for O(1) time fetching and a doubly linked list is used to keep the order of items
by their usage, this combination allows quick updates. This technique decreases the amount of data transferred over the network,
cuts down the time users wait and is a good way to keep that API rate-limit doesn't get overused. Since operations are in constant
time, LRU caching can be a part of a very efficient, scalable, and consistent system.

D. Pseudo Code
Algorithm LRUCache(query):

If query exists in cache:
Move query to front
Return cached_result

Else:
Call Unsplash API
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Store result in cache
If cache size > capacity:
Remove least recently used item
Return API result
End Algorithm

E. Lazy Loading Algorithm

Loading images lazily is a method through which websites only load those images which actually appear on the user's screen.
As a result, this has a positive effect in the form of a quicker page loading time and less consumption of data. This means that only
the images that a user sees get rendered, while the ones in the background get loaded gradually only if and when they become
necessary. For this, the IntersectionObserver API is employed to keep track of which elements are on the viewport. The main
benefit of lazy loading is that it gets quite significant in terms of improving First Contentful Paint (FCP) as well as at the same
time reducing network overhead. This is a great way to cut down on the loading of unnecessary resources. As a matter of fact, lazy
loading allows a web page to display the content a user sees most quickly, which in turn leads to a better overall user experience.
Besides, this technique has a highly positive impact on Lighthouse performance scores resulting in well-tuned rendering and good
responsiveness that feels naturally smooth on any device and internet connection speed.

F. Pseudo Code
Algorithm LazyloadImages

Create IntersectionObse

For each image in galle
Observe image

When image enters vie
Replace image.src wit
Unobserve image

End Algorithm

G. API Rate-Limit Monitorin

which could lead to a service bldgkou estfimits are pretty strict, the system
counting the outgoing requests wi one request they'd be validated to

the limit and if it's the case thres od_thoinailrensustena i thagfone or it will return some kind of
controlled fallback response. After Bkl that new requests can go through.
What is more, the same way of worlg ant requests, keep the less important

foreseeable request flow ¢ ; em 2 les, skips the temporary
blocking, lightens the w
H. Pseudo Code

Est 2024

Initialize request_count
Initialize time window_start = current _time

Algorithm RateLimitCheck():

If current time - time window_start > 1 hour:
Reset request_counter
Reset time window_start

If request_counter >= MAX LIMIT:
Return error "Rate limit reached"

Else:
Increment request _counter
Allow API request
End Algorithm

I Responsive Image Rendering Strategy
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The Responsive Image Rendering Strategy enables you to deliver to any device images that are best fitting and therefore lead to
better performance and user experience. With this method, you do not serve a single, though very heavy image but according to
the screen resolution and even the network conditions, different sizes will be delivered dynamically to the user, which in turn will
greatly reduce the amount of useless data. For different devices and situations, e.g. mobile vs. desktop, the image quality and the
file size will be adapted, so the users will enjoy the quickest possible loading times and at the same time retain good quality.
Basically, it is standard HTML attributes that you will rely on to make it work, which means there is no need for additional
scripting as the browser automatically does the job of finding the best image, thereby making it more efficient and reducing the
load on the server. As a result, it leads to an increase in several key performance metrics including first contentful paint and
largest contentful paint, allows for even low-bandwidth network user's to browse the site with less interruption/fewer delays, and
finally enables scalable, device-adaptive web design

<img
src="small.jpg"
srcset="small.jpg 480w, medium.jpg 800w, large.jpg 1200w"
sizes="(max-width: 600px) 480px, 800px"

/>

J. Implementation Environment

The system runs where it makes sense, light d uses React. J&, a JavaScript tool that lets you
piece together clean, reacting with 4 users see what's fresh without
waiting. Backend hits Node. i rvices. Axios handles traffic
between front and back; prom! memory using node-cache so
repeated asks don't hammer t es on vercel, the cloud place
that scales automatically, pushi anges, helps teams work side-
by-side, and lets us fix bugs W esponsive, practical, built for
growth.

K. Integration Workflow

The system's workflow m
search into the react interface
Backend picks up the signal
allowed calls. Too many? Sy
SecureProxyRouting() sends
where LazylLoadImages() loa
smooth flow without lag or dela

fast and safely. You type a
quiet handshake over HTTP.
hich sees if you've gone past
there, it serves it quick. If not,
back, they travel to front end
ance stays sharp. User gets

L. Testing Strategy

The system's testing plan checks $eliabili s very fart. Now, we test the search module
solidly, real user queries go in, and t| C Bl keys stay hidden, never hit the front
end, so outsiders can't grab t tti own on wasted API trips and
making responses faster. reak service. Lighthouse

audits track load spee ing , improvgsfrent i ignore how much this
o need for fan rs - just clear, di ecks that cat matters. The final result? A

setup stabilizes outcomes. T
real traffic without g.ws. u
ST 202

working system built to ha

System runs faster now. The LRU cache slashed API calls by 48%. That alone cuts down on wasted traffic and speeds up data
pulls. Less hitting remote servers means less lag. Frontend got smarter too - lazy loads, better image sizing, quicker DOM changes
Load times dropped 35 - 40%. On slow connections, users feel it instantly. Lighthouse gives clean scores over 90% every time.
Speed, accessibility, code rules - all checked and passed. No API keys float around anymore. Keys stay hidden behind proxies and
env vars. Security feels solid now. Backend shields them from leaks. Nothing slips through the cracks. The design holds up under
stress tests. It scales without breaking. Traffic spikes don't crash it. Users get what they need fast and safely. Architecture works
because it was built right from the start.

M. Implementation Outcomes

VI. RESULTS AND PERFORMANCE EVALUATION

A. Introduction

In a test set-up, the Unsplash FindAWall app was put through a series of tests to gauge its responsiveness, efficiency of APIs,
effect of caching, and overall stability of the system. Backend operations and frontend display were both thoroughly examined to
verify smooth performance during normal use. Important indicators were time taken for loading the page delay number of requests
to API, speed of rendering, and also checking that the app was behaving within allowed call limits and was secure. To evaluate
caching, the changes in performance on repeated requests were tracked. Feedback from users was taken into account to pinpoint
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any delays or lack of user-friendliness. The findings indicate that the platform keeps up dependable performance, reduces
unnecessary calls to API, and provides a steady, frictionless user interface without any perceptible lag or breakdowns.

B. Experimental Setup

The system was evaluated in a controlled environment using Node.js v18 for backend stability and Vercel CDN for fast
frontend delivery. Testing was conducted on an Intel Core i5 system with 8 GB RAM, Google Chrome (latest version), and a
stable 50 Mbps network to reflect typical user conditions. Performance metrics were gathered using Google Lighthouse and
Chrome DevTools, analyzing load time, request handling, and resource usage. API calls were manually tracked to verify caching
and rate-limit compliance. User testing provided practical feedback on responsiveness. While overall performance was stable and
reliable, some delays were observed, and extreme edge-case scenarios were not fully tested.

C. Performance Metrics

Measuring page load time shows how fast the app reaches usable state. How long does it really take before users can start
interacting? First Contentful Paint tells when visible elements appear, what users actually see. That moment matters more than
raw speed. We tracked API call frequency to check how many outside requests happen. It helps judge if caching works properly.
The cache hit ratio reveals how often data comes from stored copies instead of fresh fetches. That's a direct sign of LRU
efficiency. Does reducing calls mean better performance? Monitoring these points gives real insight into response times and
network strain. It shows where bottlenecks hide and where gai me from. Improvement isn't just about numbers - it's about
what happens next after the scregn appears.

D. Backend Performance Ev

An excellent backend per
mechanisms in the reduction
query was converted into a d
after the introduction of the
of the API request. The optt
dependence on external se
success of the caching system
reached a cache hit rate clos
the cache while 48% of the re!
that not only focuses on the
improvements lead to the redu

ought by the use of caching
re caching, each user search
erhead and latency. However,
cache, disregarding the use
%, significantly lowering the
minimizing API traffic, the
repetitive queries, the system
If, were directly served from
ts a productive caching policy
. In conclusion, the backend
potential.

E. Rate-Limit Compliance Te

Testing rate-limit compliance e regpects the strict limits imposed by
the Unsplash API yet it does not i
verified without any real offline c i i hecking e by analyzing the implementation that
would seem to be calling the third Barty offds C e C consecutive queries, stress testing
through repeated page refreshes and ods used for testing how the system
performs under extreme condijid rate-limit breaches during the

entire period of testing. T c w P ing API calls silently on
behalf of the users an pecificggons. Besi

a system failure, users
icating that u ere well-met witl ages in time y wanted to get information
ing that the systenﬁature e reqﬁst governance and

stness of system reliability
ST 202

F. Security Validation and User Experience Evaluation

on their usage limits, also
both are excellent.

Security validation confirmed that the system effectively protects sensitive data and ensures secure communication. API key is
not exposed in the frontend, and network analysis proved that during API requests, no authorization information is leaked.
Credentials are securely kept in environment variables and only server side have access, in addition to backend proxy that stops
client from accessing external APIs directly. Ten postgraduate participants (aged 2230) conducted user experience evaluation.
Overall, they gave the system an average rating of 4.6/5. Users liked the smooth infinite scrolling, quick response time, and simple
interface, which are clear signs that the system is providing top-notch security and a high level user experience at the same time.

G. Comparative Performance Analysis

The comparative performance interpretation distinctly accentuates the utility of the optimization measures employed. The
unoptimized system, on average, loaded the page in about 3.2 seconds, had a high frequency of API call/session, the possibility of
rate-limit hits was higher, and the performance score was around 75. On the other hand, after optimization, the load time got
halved to 1.8 seconds, API calls were down by 48%, rate-limit risks were controlled, and the performance score was upgraded to
92, which means more efficiency and responsiveness. This comparison is a testimony of the substantial improvements in speed,
stability, and overall system performance brought about by the optimizations.

H. Discussion of Results and Limitations of Evaluation
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The results show that the architectural design is very successful at boosting both performance and security. Lazy loading cuts
down on the initial rendering cost by postponing the loading of the non-essential stuff, so it is better if you load a page and users
are happy with it. LRU caching depends less on external API calls because when you ask for a query that has already been served,
memory is used and this is done without any additional delay or network overhead. Rate-limit monitoring keeps the service
running smoothly by limiting the amount of API usage and hence preventing a situation when the quota is exceeded. Besides this,
the secure proxy infrastructure removes the danger of exposing the API key because the backend handles all the requests.
Altogether, the system by incorporating both performance and security optimization at the architectural level is highly able and
trustworthy.

Nevertheless, some constraints were revealed at the stage of evaluation despite the positive aspects. The testing was done on
one specific hardware configuration only; this may give an untrue reflection of performance in varied environments. The sample
for user feedback was very small, so the amount of usability information we could get was restricted. Besides this, no heavy stress
testing with a large number of concurrent users was done, so it is still unknown whether the system can be scaled to such extreme
situations. The lack of distributed cache features also could be a factor that affects performance in heavy traffic situations. All
these limitations point to the need for future enhancements such as wider test environments, larger user studies, and the
introduction of scalable caching and load-handling methods.

A. Introduction

This chapter illustrates the
shows that the system is muc
performance optimization, an
architecture. A secure backe
and efficiency. This framewo
research-oriented methodolo
academic mode. Therefore, it
very helpful.

posed, Unsplash FindAWall. It
to ignore aspects of security,
to a harmonious and scalable
rantee the system's reliability
rc which is an indication of a
ions combined with a strict
ers and practitioners may find

B. Secure API Proxy Routin

The Secure API Proxy Arc Pps where API keys get revealed

via frontend code, which can se. The set-up suggested here
fixes that by putting all API ca d h S vironment variables and never
exposes them to the client. Thl 3 h i eadg¥s, and maintains the controlled
communication with external serWices.\gli i stanflards and the OWASP guidelines.

routing, the security
ought. The system employs
U-based backend caching,

The reason this meth i
elements in an acade W. i
perspective is raised to the fa fundaw of a mere
multiple performance-enhagfhg mechanisms sucgs §z I'Oﬁh tersectionObserver,
stes

y 10
and responsive image rendering with the help of aTof \?000 ibute to the wise utilization of resources and quicker
response times. Besides, continuous performance evaluation is done using Lighthouse metrics that allow the optimization to be
driven by solid data. By contrast, ordinary projects focus on just one feature at a time. This work however shows the combined
effect of these techniques and thereby serves as a bridge between theoretical notions and practical, measurable performance
enhancements, which is a major accomplishment of this research.

D. Rate-Limit Aware API Governance

Rate-limit-aware API governance, the third innovation, solves a major problem for apps using public APIs. Lots of code simply
doesn't account for request limits and just let itself crash or suffer from service interruptions or deliver a bad user experience
whenever there is a big load. The new framework has rate-limit opened up to the backend by: basically keeping track of the
number of requests, the time-window, and only allowing a certain number of requests. When it's time, instead of failing, it gives
the user some explanation, to let them know, "Sorry you are being rate-limited." This way of doing things guarantees that the
system keeps running, the API rules being followed and not finally a more reliable system. Going way beyond Demo-
implementations, this method also incorporates a proactive API governance as a part of the system's core logic.

E. Lazy Loading Algorithm

Lazy loading is a technique that effectively boosts the loading speed of web pages by displaying images only when they are
about to be seen by the user. This significantly cuts down the initial loading time and the amount of data used. Instead of loading
all the images simultaneously, the content that is not on the screen is postponed until it is needed. This is done by using the
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IntersectionObserver API which detects when the content becomes visible. This method not only leads to quicker showing of the
visible contents but also results in an enhanced overall experience for the users. Moreover, by doing away with loading of
resources that the users might not even use, lazy loading ends up decreasing the amount of data transfer and speeding up page
rendering. It also has a positive impact on important metrics such as First Contentful Paint (FCP) and is one of the factors that lead
to obtaining higher performance scores in Lighthouse, which is the tool for measuring web page quality. In this way, it helps in
achieving efficient, responsive, and optimized performance for different devices and the situations of networks with different
speed levels.

F. Pseudo Code
Algorithm LazylLoadlmages():

Create IntersectionObserver object

For each image in gallery:
Observe image

When image enters viewport:
Replace image.src with image.data-src
Unobserve image
End Algorithm

G. API Rate-Limit Monitorin

The purpose of API rate-li i i P € i e system by making sure API
quotas do not get exhausted ; s i@ Unsplash are known to have
very strict limits to the numbe equests through a counter that
is used within time windows er the request is within these
limits; if it is not and the thr or sends a controlled fallback
response. The counter is res back to operating normally.
Furthermore, the system can e which requests are most important and it also ed data. The whole idea is to

comply with rules, prevent thi o s an t even though the number of
users can be quite different at

H. Pseudo Code

Initialize request_counter = 0
Initialize time window_start =

Algorithm RateLimitCheck():

If current time - time wi

If request_counter >= .
Return error "Rate Imit reached"

Else:
Increment request _counter
Allow API request
End Algorithm

I Responsive Image Rendering Strategy

The Responsive Image Rendering Strategy changes the way images are delivered by considering the device features, which
enhances not only the efficiency but also the experience of the user across different screen sizes and network conditions. Instead
of loading a single top-quality image, it can alter the image to the right size on the go, thus saving data and time significantly. This
is done through the use of widely supported HTML attributes that give the determining power to the browser in choosing the most
fitting image, eliminating the need for extra code. Consequently, this leads to speedier page loads, a decrease in bandwidth use,
and better readings of performance metrics such as FCP and LCP. This method guarantees a resourceful, extendable, and direct
way of rendering which is the main advantage for mobile users and those in areas with a restrictive band-width.

<img
src="small.jpg"

2125-0509-7955 I International Journal of Technology & Emerging Research (II'TER) | www.ijter.org 114




Volume 02 - Issue 05 (May 2026) DOI: 10.64823/ijter.2605007 ISSN: 3068-109X

srcset="small.jpg 480w, medium.jpg 800w, large.jpg 1200w"
sizes="(max-width: 600px) 480px, 800px"
/>

J. Implementation Environment

The system runs where it makes sense, light, fast, and easy to build. Frontend uses React. Js, a JavaScript tool that lets you
piece together clean, reacting Uls with tiny building blocks. Each part updates when needed, so users see what's fresh without
waiting. Backend hits Node. Js with express - thin, flexible, great for routes and filters between services. Axios handles traffic
between front and back; promises keep things tidy even when errors pop up. We cache hot data in memory using node-cache so
repeated asks don't hammer the server. That cuts down on trips and speeds things up noticeably. It lives on vercel, the cloud place
that scales automatically, pushes updates fast, and keeps pipelines going smoothly. GitHub tracks changes, helps teams work side-
by-side, and lets us fix bugs without losing ground. All this sticks together like a real-world setup: responsive, practical, built for
growth.

K. Integration Workflow

The system's workflow moves front end and back end together, syncing actions so things work fast and safely. You type a
search into the react interface - simple, clear. That input goes straight to the backend by Axios, a quiet handshake over HTTP.
Backend picks up the signal and runs checks one after anothe tarts with RateLimitCheck(), which sees if you've gone past
allowed calls. Too many? Systeg stops it cold. Thepddel memory first - if datg's there, it serves it quick. If not,
SecureProxyRouting() sends thile back, they travel to front end
where LazylLoadlmages() loqa ance stays sharp. User gets
smooth flow without lag or de

L. Testing Strategy

w, we test the search module
tay hidden, never hit the front
wn on wasted API trips and
n't break service. Lighthouse
hard to ignore how much this
at matters. The final result? A

The system's testing plan dae@lk
solidly, real user queries go in
end, so outsiders can't grab
making responses faster. Und8
audits track load speed, how di
setup stabilizes outcomes. The
working system built to hand

M. Implementation Outcome.

System runs faster now. Th8 sted traffic and speeds up data
pulls. Less hitting remote servers! ge sizing, quicker DOM changes
Load times dropped 35 - 40%. ean scores over 90% every time.
Speed, accessibility, code rules - aljched c g . l§feys stay hidden behind proxies and
env vars. Security feels solid now. i e cracks. The design holds up under
stress tests. It scales without breaking fast and safely. Architecture works

because it was built right from

VIII. CONCL

The Unsplash FindAWal ct is a great exam alable, and high-pe nce image retrieval system
can be designed and impleg#¥nted. The system us@ d proxy eulre to secure API coMunications and remove the
risk of exposing credentials. Performance optlmlzatlon queal z lazy loading, LRU caching, and responsive rendering
led to very substantial reductions in load times and enhanced API efficiency. Moreover, the introduction of rate-limit management
added to system dependability and guaranteed adherence to API limits. Besides, the modular design offers a very solid platform
for the integration of Al-based retrieval methods in the future, making the system both robust and research-oriented.

The app still leaves room to grow. With CLIP embeddings and vector databases, so users can find similar content faster,
something that's pretty much missing now. Redis helps store frequently used data across devices so things don't lag during peak
hours. Adding user accounts that stay saved over time makes getting through smoother for regular visitors. Turning this into a
progressive Web App lets people access it on phones without downloads. Testing under heavy load shows where speed breaks
down, which points to weak spots in current design. Including WCAG 2, plus 1 means more users with disabilities can actually
use it too.
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